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Disclaimer  

Use of any knowledge, information or data contained in this document shall be at the user's sole risk. 
Neither the ChArGED Consortium nor any of its members, their officers, employees or agents accept 
shall be liable or responsible, in negligence or otherwise, for any loss, damage or expense whatever 
sustained by any person as a result of the use, in any manner or form, of any knowledge, information or 
data contained in this document, or due to any inaccuracy, omission or error therein contained. 

The European Commission shall not in any way be liable or responsible for the use of any such 
knowledge, information or data, or of the consequences thereof. 

This document does not represent the opinion of the European Union and the European Union is not 
responsible for any use that might be made of it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copyright notice  

© Copyright 2016-2019 by the ChArGED Consortium 

This document contains information that is protected by copyright. All Rights Reserved. No part of this 
work covered by copyright hereon may be reproduced or used in any form or by any means without the 
permission of the copyright holders. 
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%ØÅÃÕÔÉÖÅ 3ÕÍÍÁÒÙ 
This deliverable presents the 1st integrated system of ChArGED and is related to the integration, 
validation and testing task of WP3. The emphasis is on achieving efficient and low-overhead 
integration of all sub components (backend systems, gateways and Mobile App). This will be an on-
going process, following agile methodology approaches and providing three prototypes to be tested 
with end-users in order to ensure their acceptance. Technical testing/validation mechanisms will take 
place prior to providing the deliverables to end-users for validation, to make sure that, as subsystem 
development is progressing, there are no unforeseen integration issues and technical problems.  

4ÈÅ ÄÅÌÉÖÅÒÁÂÌÅ ÃÏÍÐÌÅÍÅÎÔÓ ÔÈÅ ×ÏÒË ÄÏÎÅ ÉÎ $ÅÌÉÖÅÒÁÂÌÅÓ σȢσ Ȱ3ÙÓÔÅÍ #ÏÍÐÏÎÅÎÔÓȱȟ ÔÈÁÔ ÐÒÏÖÉÄÅÄ 
the specificatioÎÓ ÏÆ ÔÈÅ ÓÅÐÁÒÁÔÅ #È!Ò'%$ ÓÙÓÔÅÍ ÃÏÍÐÏÎÅÎÔÓȟ ÁÎÄ $σȢχ Ȱ)ÎÃÅÎÔÉÖÅ ÍÅÃÈÁÎÉÓÍÓ ÆÉÎÁÌ 
ÒÅÐÏÒÔȱȟ ÔÈÁÔ ÄÅÓÉÇÎÅÄ ÁÐÐÒÏÐÒÉÁÔÅ ÉÎÃÅÎÔÉÖÅ ÍÅÃÈÁÎÉÓÍÓ ÏÆ ÔÈÅ ÇÁÍÉÆÉÅÄ ÁÐÐÒÏÁÃÈ ÏÆ #È!Ò'%$Ȣ 4ÈÅ 
contributions of these two deliverables are combined in D3.4 in order to achieve the integration of 
the software components and the developed game mechanics and to demonstrate initial end-end 
operation of the system addressing the first game challenges.  

The deliverable presents a review of the ChArGED approach, the game concepts, the related use cases 
and challenges that will be addressed with the integrated system. It further describes the system 
architecture and software implementation details for the Data/Core Backend components that are 
included in the 1st integrated system. The document also provides a description of the integrated 
system demonstrator and indicative screenshots of an end-end challenge implementation that 
involves all integrated modules. Finally, the deliverable describes the procedure for performing the 
testing of the ChArGED platform to demonstrate that the ChArGED system implementation meets 
requirements established in the technical deliverables. 
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1 )ÎÔÒÏÄÕÃÔÉÏÎ 

Purpose and scope 

$ÅÌÉÖÅÒÁÂÌÅ $σȢτ ÈÁÓ ÂÅÅÎ ÐÒÅÃÅÄÅÄ ÂÙ $ÅÌÉÖÅÒÁÂÌÅ $σȢσȟ ÅÎÔÉÔÌÅÄ Ȱ3ÙÓÔÅÍ #ÏÍÐÏÎÅÎÔÓȱȟ ÔÈÁÔ ×ÁÓ 
delivered at M18 and has provided the final ChArGED platform architecture and the specifications of 
all the system components, functionalities and interfaces implemented.  

The goal of D3.4 is to present the first demonstration of the integration between the ChArGED 
backend system, gateways and Mobile App. It will also include a description of the revised Mobile App 
and of the related Game challenges that have already been implemented, based on the game design 
principles that have been detaÉÌÅÄ ÉÎ ÄÅÌÉÖÅÒÁÂÌÅ $σȢχ Ȱ)ÎÃÅÎÔÉÖÅ ÍÅÃÈÁÎÉÓÍÓ ÆÉÎÁÌ ÒÅÐÏÒÔȱ ɉÓÕÂÍÉÔÔÅÄ 
at M18). 

 

Intended Audience  

The purpose of this deliverable is to document and demonstrate the first ChArGED integrated system. 

The intended audience includes the project partners, especially the pilot users and the general 
interested public. Members of the development team can use this report as guideline for future work.  

This report also provides clarity on the ChArGED integrated system that will be deployed at public 
buildings through various installation stages and also shows the working modules that can be used 
for hands-on system demonstration and evaluation by the intended public buildings. 

 

Relation to other activities  

Emphasis will be given to achieve efficient with low-overhead integration of all sub components. The 
integration between the backend system, the gateways and the Mobile App will be an on-going 
process, following agile methodology approaches and providing three prototypes to be tested with 
end-users in order to ensure their acceptance (within the tasks of WP4).  

Technical testing/validation mechanisms will take place prior to providing the deliverables to end-
users for validation, to make sure that as subsystem development is progressing and there are no 
unforeseen integration issues and technical problems. 

 

Table 1: D3.4 dependencies and handovers 

ID Title  Comments 

D3.7 Incentive mechanisms 

final report  

It provides the design principles to be integrated within the 

game mechanics component and  affects the chosen game 

challenges. 
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D3.2 Architecture and system 

components specification 

It describes the initial system architecture and design of 

system components and interfaces that will also be followed 

for the 1st integrated system. 

D3.3 System Components This document provides an accompanying guide on the 

developed software components that are considered for the 

1st integrated system. 

D4.2 Trials specifications It provides the specifications of the system components that 

will be tested at various stage of the piloting exercise, 

affecting the choices for the 1st integrated system.. 

Document Overview  

The key deliverable is the demonstration of the 1st integration of the ChArGED system components. 
This document provides an accompanying guide on the end-end system operation for specific game 
challenges and is organised as follows: 

Chapter 2 presents a review of the ChArGED approach, the game concepts, the related use cases and 
challenges that will be addressed with the integrated system. 

Chapter 3 describes the system architecture and software implementation details for the Data/Core 
Backend components that are included in the 1st integrated system. 

Chapter 4 provides a description of the integrated system demonstrator and indicative screenshots 
of an end-end challenge implementation involving all integrated modules. 

Chapter 5 describes the methodology for performing the testing of the ChArGED platform to 
demonstrate that the ChArGED system implementation meets requirements established in the 
technical deliverables. 

Finally, Chapter 6 concludes the document.  
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2 2ÅÖÉÅ× ÏÆ ÔÈÅ #È!Ò'%$ ÃÏÎÃÅÐÔÓȟ ÕÓÅ ÃÁÓÅÓ ÁÎÄ ÇÁÍÅ 
ÃÈÁÌÌÅÎÇÅÓ  

ChArGED approach  

ChArGED (CleAnweb Gamified Energy Disaggregation) develops a gamified framework that aims to 
ÃÈÁÎÇÅ ÏÃÃÕÐÁÎÔÓȭ Ånergy-consumption behaviors and reduce energy wastage in public buildings. By 
leveraging low-cost IoT devices (NFC/BLE), ChArGED improves energy disaggregation mechanisms 
and identify energy wastages at the device, area and end user level. At the same time, it engages and 
motivates users with serious game approach accessible through a mobile app. The gamified approach 
in ChArGED advances the state of the art, since it will be employed in public buildings, where multiple 
appliances are shared among multiple users. Energy disaggregation in this context is particularly 
challenging due to the vast area that needs to be monitored and the difficulty of associating particular 
actions to specific users. In addition, other related applications, e.g., Kill-Ur-Watts, Energy Tracker, 
Watts Plus, etc., mainly focus on increasing energy-consumption awareness, assuming that the users 
are already interested in their energy consumption and motivated to reduce it. In a public building, 
employees are primarily busy with their job activities and moreover they do not pay the energy bill. 
Therefore, their engagement to such a game app cannot be taken for granted and thus a carefully-
designed gamified approach has to be followed. There have been some prior efforts to employ serious 
ÇÁÍÅÓ ÆÏÒ ÄÅÍÁÎÄ ÓÉÄÅ ÍÁÎÁÇÅÍÅÎÔ ɍρɎȟ ɍςɎ ÉÎ ÐÕÂÌÉÃȾÏÆÆÉÃÅ ÂÕÉÌÄÉÎÇÓȢ Ȱ%ÎÅÒÇÙ #ÈÉÃËÅÎÓȱ ɍρɎ 
evaluated the effectiveness of a virtual pet game in reducing plug-loads in a mid-size commercial 
office. Changes in device-specific energy consumption were reflectÅÄ ÉÎ ÔÈÅ ÒÅÌÁÔÉÖÅ ȰÈÅÁÌÔÈȱ ÏÆ 
chickens in a virtual farm. ChArGED app has far more ambitious goals than [1] in the sense that it aims 
to change a vast range energy-wasting behaviors at work. Also, most efforts in [2] focus on boosting 
user awareness towards energy efficiency, as opposed to incentive building in ChArGED. The 
ChArGED app employs both direct incentives and peer pressure to achieve the desired behavior 
change towards energy-consumption reduction. 

 

Figure 1  ChArGED approach 
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The game concept 

The Charged Mobile app revolves around a main theme (persona) of a Tree. It shows both the persona 
as well as the informative parts (current score, team information, current challenge etc.) in a separate 
but thematically merged user interface The Mobile App includes an onboarding process, revolves 
around teams and is based on specific challenges that can be either pursued individually by each user 
or in teams. The user actions performed and validated by the ChArGED system will be rewarded. 
Rewards can be towards individuals and/or teams; they can also be inside (e.g. badges) or outside 
(e.g. real awards) the gamespace. The Mobile App also includes leaderboards showing the progression 
of individual members of the same team or the aggregate progression among different teams.  

The core ChArGED concept revolves around a ÖÉÒÔÕÁÌ ÌÉÖÉÎÇ ÁÎÄ ÅÖÏÌÖÉÎÇ ÍÁÉÎ Ȱ0ÅÒÓÏÎÁȱ, in the form 
of a Tree, that represents the effects of the energy consumption behaviour of the cumulative users in 
terms of each (and groups) individual effect on all the energy consuming devices in their vicinity of 
ÏÐÅÒÁÔÉÏÎȱȢ 

 

     Figure 2  #È!Ò'%$ 5) ÉÎÃÌÕÄÉÎÇ ÔÈÅ 4ÒÅÅ Ȱ0ÅÒÓÏÎÁȱ 

 

In order to achieve that feedback on energy consumption, the gamification ouÔÃÏÍÅÓ ÏÆ ÕÓÅÒÓȭ ÁÃÔÉÏÎÓ 
are directly shown to the end user and in parallel the virtual evolving persona accommodates in a 
graphical form the current state of the game/position or player/state of consumption etc. to create an 
emotional connection with the end user.  

The ChArGED gamified app utilizes a two way on-boarding mechanism to ensure a smooth 
introduction of the end pilot users to the Mobile app. Initially users will be invited (by the person 
designated as Pilot Game Admin, at ÐÉÌÏÔÓȭ premises) to download the Mobile app and on first open, 
ÕÓÅÒÓ ÁÒÅ ÉÎÖÉÔÅÄ ÔÏ Ȱ#ÒÅÁÔÅ ÁÎ !ÃÃÏÕÎÔȱ ÏÒ Ȱ,ÏÇÉÎȱ ÔÏ ÔÈÅÉÒ ÁÃÃÏÕÎÔȢ &ÏÌÌÏ×ÉÎÇ ÒÅÇÉÓÔÒÁÔÉÏÎȟ ÔÈÅ ÇÁÍÅ 
onboarding process begins. 

Teams within the ChArGED game are formed with the following criteria: 
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- Geographical:  Employees working in the same shared office space belong to the same team. 

In cases where a number of individual offices/rooms exist next to each-other, the employees 

may belong to a team competing vs other workplaces/buildings. 

- Role-oriented:  Employees of the same department / with similar, or the same, work 

description may be grouped in a team.  

- Device-oriented:  In cases where energy-consuming devices (such as printers / air-

conditioners, lights, windows) are shared by employees, these users may be teamed together. 

Employees will be assigned to teams by the administrator in the beginning of the game and as needed 
afterwards.   

The comparison between teams will be made by their position in the team leaderboard, as well as 
relative notifications within gameplÁÙȢ 3ÕÃÈ ÍÅÓÓÁÇÅÓ ÃÏÕÌÄ ÒÅÁÄȡ Ȱ#ÏÎÇÒÁÔÕÌÁÔÉÏÎÓ ÔÏ ÔÈÅ 4%#(.)#!, 
ÔÅÁÍ ÆÏÒ ÃÏÍÐÌÅÔÉÎÇ ÔÈÅ ÍÏÒÎÉÎÇ ÃÈÁÌÌÅÎÇÅ ÆÉÒÓÔ ÔÏÄÁÙȱȢ  Ȱ#ÏÎÇÒÁÔÕÌÁÔÉÏÎÓ ÔÏ ÔÈÅ 4%#(.)#!, ÔÅÁÍ ÆÏÒ 
ÒÅÁÃÈÉÎÇ ÔÈÅ ρπȢπππ ÐÏÉÎÔÓ ÔÈÒÅÓÈÏÌÄȱ ɍσɎȢ 

Types of challenges 

Two types of challenges are being designed in order to be included in the Mobile App: 

- Personal challenges : They are taken-up by individual participants and their outcome is 

ÍÉÒÒÏÒÅÄ ÏÎ ÔÈÅ ÐÁÒÔÉÃÉÐÁÎÔȭÓ ÐÒÏÇÒÅÓÓ ÉÎ ÔÈÅ ÇÁÍÅȟ ÁÓ ×ÅÌÌ ÁÓ ÉÎÃÅÎÔÉÖÅÓȢ 

- Team challenges: They are taken-up by individual participants, but their outcome is 

mirrored both on the personal and team progress in the game, as well as incentives. 

There is set of main challenges that runs over the course of the game and around which the game 
revolves. Several challenges can run in parallel. Each challenge is graded, according to the level of 
adherence. Indicative challenges are the following: 

ǒ Ȱ%ÌÅÖÁÔÏÒ ÕÐȱ ÃÈÁÌÌÅÎÇÅ: Upon entering the building, the employees opt for using the stairs, 
instead of the elevator, to reach their office. (this behaviour is corroborated by swiping on 
NFC tags existing on the bottom and top of the stairs, while another tag exists inside the 
elevator cabin, to ensure that no cheating occurs). 

ǒ Ȱ,ÉÇÈÔÓ ÏÎȱ ÃÈÁÌÌÅÎÇÅ: The minimum lights that are needed in their workspace are lit by 

each team in the morning. As team members switch on the lights, they swipe the 

corresponding NFC tags. 

ǒ  Ȱ%ÑÕÉÐÍÅÎÔ ÏÎȱ ÃÈÁÌÌÅÎÇÅ: Upon arriving at their desk, the employees turn on any office 

equipment they need for the day (PCs, printers, etc), at the same time swiping their tags. 

ǒ Ȱ7ÉÎÄÏ×Óȱ ÃÈÁÌÌÅÎÇÅ: The users are prompted to close the windows when the air 

conditioners are on, or to close the air conditioners when the windows are open. 

ǒ Ȱ!×ÁÙȱ ÃÈÁÌÌÅÎÇÅ: Whenever employees are away from their office, they are prompted to 

switch off any unnecessary devices that are forgotten on. 

ǒ  Ȱ,ÉÇÈÔÓ ÏÆÆȱ challenge : The lights are switched off in the workspace by each team, by the 

last team member leaving their office. As team members switch off the lights, they swipe 

the corresponding NFC tags.   

ǒ Ȱ%ÑÕÉÐÍÅÎÔ ÏÆÆȱ challenge : Before leaving their desk, the employees turn off any 

ÅÑÕÉÐÍÅÎÔ ÔÈÁÔ ÉÓÎȭÔ ÎÅÅÄÅÄ after hours (PCs, printers, etc), at the same time swiping their 

tags.  
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ǒ Ȱ-ÕÓÅÕÍ 6ÉÓÉÔÏÒÓȱ ÃÈÁÌÌÅÎÇÅȡ This challenge will aim at involving the visitors at the MNHA 

museum. Since they will not play the same game as the employees, the objective will be to 

provide them an NFC sticker as they enter the museum (at the reception) and challenge 

them to use the stairs instead of the elevator. Every time they use the stairs they will swipe 

their NFC sticker over a fixed device (a customized mobile handset fixed on a booth or on 

the wall in the middle of the stairs and will be scored accordingly. As they leave the museum 

they will be able to see their score and possible get a small gift (e.g. a museum poster) or 

ÔÈÅÙ ÍÁÙ ÁÌÓÏ ÖÉÓÕÁÌÉÚÅ ÔÈÅÉÒ ÃÏÎÔÒÉÂÕÔÉÏÎ ÔÏ ÔÈÅ Ȭ6ÉÓÉÔÏÒȭÓ ÔÅÁÍȭ ÏÎ Á ÓÃÒÅÅÎ ÏÒ ÖÉÄÅÏ ×ÁÌÌȢ 

ǒ Ȱ3ÏÌÁÒȱ challenge: This applies to the DAEM site that has a solar microgeneration system. 

The objective will be to motivate the employees to shift their energy consuming activities 

to the periods of high expected solar energy production (that will be provided with the solar 

power microgeneration forecast component.  

In each case the ChArgED platform validates the user actions (kWh decrease on energy 

measurements) and platform calculate the kWh savings to determine whether the user has completed 

the challenge and to  provide a respective score to user. 

 

Figure 3 ChArGED UI including the list of challenges 

 

Based on the aforementioned complete list of challenges, the ones that have been selected to be 
included in the 1st integrated system are: 

1. Personal challenges  
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a. Challenge users to switch PC off when going home. The steps towards the realisation 
of this challenge are: 

i. platform engages a user to switch his/her equipment off when going home 
ii.  users swipe NFC sticker with mobile phone to say they're leaving 

iii.  platform validates actions (kWh decrease on energy measurements) 
iv. platform calculates kWh savings and provides score to user 

b. Challenge users to switch PC off when going away for more than 30 minutes. Steps:  
i. platform engages a user to switch his/her PC off when going away for long 

periods 
ii.  platform monitors with BLE when user leaves and returns to the room 

iii.  platform checks if PC has been left on during that period 
iv. platform provides score to user (bonus points if PC was off or if user returned 

within 30mn, malus points if PC was on and user left for more than 30mn) 
c. C3. Challenge users to use the stairs instead of the elevators. Steps: 

i. platform engages a user to use the stairs for a given period (e.g. one week) 
ii.  users swipe mobile phone to say they're taking the stairs 

iii.  users swipe mobile phone to say they're up the stairs (we can also consider 
the possibility to use only one NFC sticker in the middle of the stairs) 

iv. platform validates actions (nobody in the elevator using BLE beacons and NFC 
stickers swiped) 

v. platform calculates savings and provides score to user 
2. Team challenges 

a. Challenge team to close (do not open) all windows if A/C is on. Steps: 
i. platform engages a team to close all windows (keep windows closed) when 

the A/C is on. 
ii.  platform monitors if windows are open using switch sensors 

iii.  platform assigns points to team if windows are closed and A/C energy 
measurements show A/C is on 

iv. platform requests team to close windows if A/C is found to be on 
v. platform validates action (kWh on A/C energy measurements to check A/C on 

and sensors on window to check if open), but if no action taken after timeout 
period the team loses points (or gets no points) 

b. C5. Challenge team to switch lighting and A/C off in room after hours. Steps: 
i. platform engages a team to switch off lighting and A/C when there is no one 

left in the office 
ii.  Last user swipes mobile phone to say the room is now empty 

iii.  platform validates actions (kWh decrease on lighting and A/C energy 
measurements and nobody in the room using BLE beacons) 

iv. platform calculates savings and provides score to team 
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3 !ÐÐÒÏÁÃÈ ÏÆ ÔÈÅ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ÏÆ ÔÈÅ ÓÙÓÔÅÍ ÁÒÃÈÉÔÅÃÔÕÒÅ 
ÁÎÄ ÓÙÓÔÅÍ ÃÏÍÐÏÎÅÎÔÓ ÉÎ ÔÈÅ ρÓÔ ÉÎÔÅÇÒÁÔÅÄ ÓÙÓÔÅÍ  

3.1 Integrated system architecture  

The system architecture (depicted on Figure 4) has been developed, consisting of four main groups of 
functional blocks:  

ǒ The Data/Core Back-end group is responsible for providing an environment in which data, 
assets and users are stored and managed. The Back-end components provide the software 
infrastructure on which the ChArGED application is developed. That group of components is 
application agnostic, however it is tuned towards the needs of ChArGED project.  

ǒ The Gateway group is responsible for integration of energy use and environmental data to the 
Back-end system, to determine variations over the energy context within the building. 

ǒ The Analytics Back-end component is responsible for delivering insights that will enable the 
ChArGED application to deliver custom and targeted feedback and incentives to the end-users.  

ǒ The Gamification group is responsible for processing field data and insights created from such 
data and make decisions as to the evolution of the game for each user, i.e. what the next step 
is towards more energy savings. That group also delivers the mobile app the end-users 
interact with which acts as an interface between the user and the charged system updating 
the user with the current game state and also provides information to the system about the 
ÕÓÅÒÓȭ ÂÅÈÁÖÉÏÕÒ ÔÏ×ÁÒÄÓ ÔÈÅ ÅÎÅÒÇÙ ÓÁÖÉÎÇ ÇÏÁÌÓ ÓÅÔȢ 

The architecture also includes an external system that is utilized to provide a solar power 
microgeneration forecast based on weather predictions for the specific location. It serves to maximize 
the building energy savings, increase end user awareness as well as to enable the use of the mobile 
app to maximize the solar-based electricity consumption during production, avoiding the need for 
energy storage. 
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Figure 4 ChArGED system architecture 

3.1.1 Data/Core Backend System  

The Data/Core Back-end system components and infrastructure were implemented in SiteWhere [4]. 
This was chosen as the Data/Core Back-end system, as it provides an open-source platform with a 
ÎÕÍÂÅÒ ÏÆ ÒÕÌÅÓ ÁÎÄ ÍÅÃÈÁÎÉÓÍÓ ÆÏÒ ÄÁÔÁ ÅØÃÈÁÎÇÅ ÁÎÄ ÏÐÅÒÁÔÉÏÎÓȢ 3ÉÔÅ7ÈÅÒÅȭÓ ÍÁÉÎ ÆÕÎÃÔÉÏÎÁÌÉÔÙ ÉÓ 
to supply a server based JAVA SPRING middleware between the sensing infrastructure and the 
different system components and acts as a controller for the processing of device data. It connects 
with NoSQL & Timeseries databases in order to provide persistence of the sensor data and scales 
effectively with a large number of devices so that the whole sensor data history is maintained and can 
be accessed at any point. It also provides the entities management mechanism in order to structure 
the devices and categorize them according to their type, location and ownership and offers full control 
ÏÎ Á ÄÅÖÉÃÅȭÓ ÌÉÆÅÃÙÃÌÅ ɉÐÒÏÖÉÄÉÎÇ ÔÈÅ ÆÕÎÃÔÉÏÎÁÌÉÔÉÅÓ ÏÆ ÃÒÅÁÔÉÎÇȟ ÄÅÌÅÔÉÎÇȟ ÕÐÄÁÔÉÎÇȟ ÇÒÏÕÐÉÎÇȟ ÓÅÎÄÉÎÇ 
data). Moreover, it provides a web based administrative console application that allows all of the 
system data to be viewed and manipulated in a structured way which makes their overview and 
administration easier and more accessible. The available functionalities are the following: 

ǒ Each new asset or entity (i.e. a sensing device, an appliance, a specific location area, a person) is 
assigned a unique id and can be autonomously monitored via external software. Specifically, a 
model for standard types of generated event data is provided for each device (which includes 
measurements, alerts issued and location updated by the device). The logged events are stored in 
massively scalable time series datastores (InfluxDB). 

ǒ Devices (appliances such as printers, air conditioners, a PCs etc) can be assigned to / associated 
with other entities. A can be associated with a person, a location or another sensor device of our 
infrastructure thus giving us the ability to establish ownership room/location metadata and 
establish relationships with device. 

ǒ Devices can be grouped together according to a common role they fulfil, something that enhances 
efficiency by simplifying the way the devices can be retrieved by other backend processing 
services. 

ǒ Every top level entity is modelled as a tenant and can have a completely different configuration 
and structure without affecting other tenants. This can be used for modelling infrastructures that 
are unrelated to each other such as different locations, different buildings, pilot users etc on the 
same server. 

SiteWhere provides an extensive list of third party frameworks and software tools that can be 
interconnected in order to extend its capabilities. The options include different databases, identity 
management frameworks, event streamers, event processors, enterprise service buses and others. 
Moreover, being an open source software solution, new interfaces with other software tools and 
services can be created as needed. External communication with SiteWhere was achieved via a built 
in extensive REST APIs. A communication interface utilizing the MQTT protocol was also implemented 
to be used by devices and other embedded systems to send or get notified about new events and 
sensor data (e.g. NFC/BLE alerts and energy measurements). 

The integration and connection of major system components as implemented is illustrated on Figure 
5. The WSO2 Identity Server handles the identity management and user authentication, the Game 
Backend implements the logic to update the game progress of the users (i.e. score, completed 
ÃÈÁÌÌÅÎÇÅÓ ÅÔÃɊ ÂÙ ÐÒÏÃÅÓÓÉÎÇ ÔÈÅ ÕÓÅÒÓȭ ÁÃÔÉÏÎÓȟ ÔÈÅ %ÎÅÒÇÙ !ÎÁÌÙÔÉÃÓ "ÁÃËÅÎÄ ÐÅrforms estimations 
on user savings and is responsible for the energy monitoring of the building, and the mobile app acts 
as a frontend for the whole system and is the main point of interaction with the users. 
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Figure 5 Organisatio n of SiteWhere System Components in ChArGED 

 

WSO2 Identity Server is used for the creation, management, deletion and accessing of the user 
accounts. Its main functionalities include the following:  

ǒ A sign in solution for the mobile app  
Users will need to sign in to the server through the app that will run in their smartphones. This allows 
their participation in the game challenges and offer personalized data to them (progress in a 
challenge, team information for group challenges, leaderboards etc). There is also the need to offer 
persistent login functionality to the users, i.e. users should log in and then for a certain period of time 
ÔÈÅÙ ÓÈÏÕÌÄ ÂÅ ÒÅÍÅÍÂÅÒÅÄ ÂÙ ÔÈÅ ÓÙÓÔÅÍ ÓÏ ÔÈÅÙ ÄÏÎȭÔ ÈÁÖÅ ÔÏ ÆÒÅÑÕÅÎÔÌÙ ÅÎÔÅÒ ÔÈÅÉÒ ÃÒÅÄÅÎÔÉÁÌÓȟ 
which can become tedious. WSO2 Identity Server offers an implementation of many state of the art 
open standards, used today by the industry, that provide user authorization/authentication 
(oauth2/openid connect, SAML2). 

ǒ A user account provisioning tool 
WSO2 also handles the storage of the user credentials and user info on the server in a secure way. 
These data are imported by SiteWhere on the background to be used for creating the user entities.  
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Figure 6 Capabilities provided by ChArGED Back-end 

Devices and locations of our infrastructure are modelled as assets inside SiteWhere. In the case of the 
devices the asset provides a general description of the device (for example Printer). This asset was 
used to create a specification. Specifications also provide a general description of a device but are 
more specific that an asset (for example Printer Model). This specification then was used to create all 
the devices that exist in the infrastructure. An example can be, as described above, Asset -> Printer is 
used to produce a Specification -> Printer Model and then this specification can be used in order to 
create all the printers of the specific model in the building.  

The devices can be inserted manually in the system by the site administrator  through the graphical 
interface or created remotely through the SiteWhere API. This enables easily addition of a new device 
×ÉÔÈÏÕÔ ÁÃÃÅÓÓ ÔÏ 3ÉÔÅ7ÈÅÒÅȭÓ ÕÓÅÒ ÉÎÔÅÒÆÁÃÅ ÁÓ ×ÅÌÌ ÁÓ ÅÎÁÂÌÅ ÔÈÅ ÐÏÓÓÉÂÉÌÉÔÙ ÆÏÒ ÄÅÖÉÃÅÓ ÔÏ ÓÅÌÆ-
register when they are first integrated in the system. Locations can also be modelled as assets. The 
administrator can then associate the assets with devices to denote the room each device is in. 
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Figure 7 Asset management in the ChArGED Back-end 

3.1.2 Gateway 

To achieve the data acquisition process the Sensor Gateway has two connection interfaces within the 
global architecture, one with the building sensors (e.g. Smart plugs and Smart Meters) and another 
with the SiteWhere Data/Core backend. Various hardware and software requirements have to be 
fulfilled to support the needs of the platform. The Sensor Gateway software/middleware by Bosch 
Software Innovations is used as the basis of the Sensor Gateway. For the remote software 
management and provisioning of the product, the ProSyst Remote Manager (PRM) [5] is also used. 

The Raspberry Pi (version 3 Model B) was chosen as the hardware basis for the Sensor Gateway. The 
Raspberry Pi is installed with a standard Raspbian OS, including the Oracle Java SE Runtime 
Environment (Java8), the Communications Device Class Abstract Control Model (CDC_ACM) USB to 
serial driver and, as mentioned before, the ProSyst mBS SH Runtime for ChArGED. 

The data collection process required development of sensor drivers to retrieve data from third party 
sensors using industry leading communication protocols. For the connection of Z-Wave (Plus) 
devices, various controller options have been investigated, and two units have been selected: (1) 
Ȱ2ÁÚÂÅÒÒÙȱ '0)/ -ÏÄÕÌÅ ÆÏÒ 2ÁÓÐÂÅÒÒÙ 0Éȟ ɉςɊ 53" :-Wave Controller.  

Various Z-Wave devices were connected to the Sensor Gateway such as: (1) Fibaro Smart Plugs, (2) 
Fibaro 4in1 Sensor (Temperature, Humidity, Luminosity, Motion/Presence), (3) Fibaro Contact 
sensors. 

 






























































